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Everyone’s Concern is Security  

 

The top priority for Government, Business and Indiv iduals across all segments of our society 
is security which demands “real time visibility”. 
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The concern is widespread and enters our minds nearly every day of our lives no matter what our industry, 
occupation or location. And those who would harm us, physically, financially or psychologically, seem to get 
better at it. Hackers still hack, no matter what advances are made in IT technology. The daily news is filled with 
new stories of criminal intent and acts that stretch our imagination. The race is getting faster to develop new 
ways to thwart attacks of all kinds, from terrorist attacks to criminal attacks on nearly everything in our homes 
and offices, from Wall Street to Main Street. The challenge is to prevent all this from getting in our way. 

Available today are many ways to gain some level of improved security. However, advances continue to be 
made as the IT world takes up the gauntlet to meet the challenge. Rapid advances are being made to identify 
and capture information about anything that moves or can move. This includes people, assets, vehicles, files, 
and more. While bar codes have been around for decades, many are still refraining from implementing them to 
improve operations and affect security. The health care industry is a perfect 
example as many still don’t use bar codes in hospitals in areas that seem so 
obvious. As unlikely as it may seem, the industries that have done the most to 
implement RFID (radio frequency identification) include the transportation (toll 
tags) and retail (Wal-mart and supply chain logistics) industries. It is clear that 
industries which can benefit greatly from the use of new 
automatic ID technologies include all those with a concern 
about security.  

Well, that means just about everyone. 
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Hello Kitty 

Advances are continuous. While many still don’t know what bar codes and RFID are, a new world of 
steganography has emerged. This picture, courtesy of DSD Laboratories, shows four F-22 Raptors that 
actually contains a 110-page manual from a terrorist training manual comprised of 37,025 words that contain a 
total of 222,818 characters. The manual is embedded in the image in the area bounded by the red rectangle. 
There is actually room for another 72,094 characters!   

We also know steganography is being used by drug traffickers. Earlier this year, police in Brazil working with 
the US Drug Enforcement Agency discovered a notorious drug lord named Juan Carlos Ramirez Abadia using 

steganography to conceal information about cocaine shipments to various countries in 
images of Hello Kitty, a popular cartoon character.  

The uses for steganography cross all industries from obvious military to commercial and 
law enforcement applications. But it can be used for us or against us. Better to be prepared 
– and the technical options continue to increase at ever expanding rates. 

When it comes to radio frequencies and RFID, most still think RFID is just one kind of RFID. 
In reality, there are a range of frequencies, tag packages, power levels at the tag and reader, battery and non-
battery, chip sizes and more. All of which affect range, data memory, speed, directionality and functional use. 
Different types of RF have emerged: Low frequency (LF), HF, Ultrahigh frequency (UHF), WiFi; Zigbee, 
Bluetooth, Ultra Wide Band (UWB), and Near Field Communications (NFC), plus other technologies like 
Infrared and RuBee.  

Less than 5 years ago, passive RFID tags used to hold just a few “bits” of 
memory. Now there are hundreds, even megabytes of memory on passive UHF 
tags. (see www.tego.com  with 32 MB’s on their passive, UHF TegoTag). 

Being able to identify something with a unique numbering scheme (www.gs1.org 
) is not good enough. Today, we need much more. We want to read an ID (tag, 
license, card, label, whatever) without regard to line of sight or orientation, how 
fast it is moving, whether it is surrounded by metal or water, at different ranges 
and to obtain different amounts of data and without interferences. This means 
we have to become “application specific” in our uses and expectations of 
technology. This will require a solution approach that relies on multiple or hybrid 
technologies to capture and manage data automatically from many sources, 
synchronize that data and finally present it in ways to facilitate interpretation and 
decision making. The solution platform that can integrate hybrid data capture technologies, synchronize data, 
interface to enterprise IT systems, send real time alerts/alarms to mobile and other computing devices, and 
present data in real time dashboards all leads to a new world of “Real Time Visibility” or RTV.   

Key to all this is “automation”  that frees people from manual data collection and avoids use of labor to 
conduct various operational processes. With RTV, we can see what’s happening right now. With visibility, 
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action can follow. In fact, with visibility of the present, we can anticipate the future and prevent problems from 
occurring. This will enable a new management discipline of proactive and predictive decision making.  

In the cargo industry, efforts have been under way for years to track containers that go on ships, trucks, trains 
and planes. The concern has always been to make sure the container gets to where it is suppose to go, on 
time and intact. As we know, cargo gets stolen, hijacked or simply falls off trucks and ships. It can also be used 

to deliver contraband from weapons to illegal aliens. Today, 
circumstances demand a much greater level of visibility. Using GPS 
and satellites, we can track the cargo container during its journey. The 
U.S. Military has been tagging containers (from Savi of Lockheed 
Martin) going to CENTCOM (Central Command in the Middle East 
war zone) for years for In-Transit Visibility or ITV. At the shipping 
points, there are tens of thousands of containers stacked up like 
books in a library. Effective management means being able to 
communicate with each one individually to validate the contents of the 
container for continual, real time inventory control. 

 But again, that is not enough. We can also have the GPS reader interfaced with RFID to constantly read the 
container (on a train, truck, ship or plane) and the contents to ensure the container’s integrity is intact. We also 
want an audit trail to show where it has been and with time/date stamps that gives historical data on status. We 
need to do this on a global scale with data streaming back to headquarters for viewing and decision making. 
Once the TSA approves the use of active RFID tags on containers on passenger aircraft, we will be able to 
monitor the status of air cargo even during flights, with an audit trail of sensory information, including 
temperature, humidity and chemical status. This is especially important for 
perishable goods. 

Security is required at each point in the journey of cargo and other assets. Use of 
video, GPS, smart tags, and other devices will grow in the shipping yards and 
distribution centers to the transportation modes all the way to the destination 
points that will give RTV and ensure the integrity of shipments and assets from source to shelf.  

For years, people have been using toll tags on highways, RFID tags for access control into garages, corporate 
campuses, and other facilities. Combined with video surveillance systems, personal ID’s using magnetic stripe, 
smart cards and other credentials, we have raised the bar for security.  

We see multiple RF technologies being combined with other technologies to deliver solutions to bring 
increasing levels of security. Video will be part of that for sure. Combining video will show us the container 
yard, the people’s faces, the queues, the conditions and more of the subjects at hand. But we will also want to 
combine that with sensors to tell us everything from temperature, to chemical, humidity and other 
environmental factors. All this means we need to leverage multiple data capture techniques, crunch the data in 
business rules/process engines and constantly present the results in real or near real time to affect operational 
and security requirements. 
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Currently, the U.S. TSA is conducting trials to address “boarding pass 
screening systems”. One longtime loophole in our airport security has been the 
simple boarding pass. For years, we have relied on TSA agents to check these 
passenger boarding passes at the airport security checkpoints. But anyone can 
print at home their boarding pass with a fake bar code. The TSA simply cannot 
verify this at the check point. So the TSA is implementing a new process to 
include a special encrypted 2D bar 
code that is embedded in the airline 

bar coded information to verify the boarding pass. Think of it as a very 
simplified form of steganography (originally developed by Xerox as 
DataGlyph technolgoy). With this encrypted TSA code, in combination 
with verifying the driver’s license with a UV light, it would seem to 
raise overall security measures. 

Well, not so quickly. If a known terrorist 
wants to get on a plane, he may follow 
the new procedure and still get on the plane before the TSA realizes it. How? 
Without a “networked solution” the local TSA agent cannot go to the National 
Terrorist Watch List or other no fly list or crime database to verify the passenger 
is not a terrorist, drug kingpin or other criminal. This would be another example 
of a disconnected point product. Desko makes a scanner that can now instantly 
screen bar codes, magnetic stripes or chips whether on driver’s licenses, e-
passports, boarding passes or other credentials and can read them whether on 
paper or on a cell phone. But without an integrated, wireless, networked 
approach, it would seem to be a partial answer and squanders the ability to 

leverage the massive database of intelligence the TSA has access to from many agencies. One concern about 
providing such a wireless, integrated solution is latency. When a passenger is standing at the checkpoint and 
presents his or her boarding pass, they expect to get immediate approval. Much like at the ATM or at a retail 
checkout counter. Latency is unacceptable. And the security of the wireless transmissions is also a vulnerable 
point in the system.   

But this has been solved in many ways, in many industries for many applications and only needs a focused 
and committed effort. 

The same issues apply to any disconnected, stovepipe approach to technology in any industry. Answers can 
be found with expertise in wireless communications, encryption, data 
management, device management, data synchronization, and IT integration. 

As another example, let’s look more closely at a typical hospital (government or 
commercial operated). It is well documented that tracking vital hospital assets 
would drive serious bottom line savings. Paybacks in months, saving millions of 
dollars in a hospital is not unheard of when you consider the amount of equipment 
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that is ordered that is unnecessary if there was a better way to see what equipment was available at the time of 
need. Misplacement and over loading with equipment due to caregiver hoarding (to make sure they have the 
required medical equipment/devices available to them when they need it without scurrying around for hours to 
find it somewhere in the hospital) is expensive. At the same time, the effective use of caregiver’s time is also a 
concern. Any solution should lead to a double hit with staffing and process efficiencies. Real time locating 
systems (RTLS) are making significant inroads with the capability to track items inside the hospital. The 
requirements must determine what type of RTLS system is needed.  

One of the leading organizations in the industry, the RFID Journal  recently published this:  

 

 

 

 

 

 

 

 

 

 

Other key organizations that are concerned about the awareness, use and promotion of new technologies in 
health care include the World Congress on Healthcare and the RFID Foundation, besides the traditional health 
care groups from JAMA to the AMA. And technology providers are rushing to fill the needs in various vertical 
industries for asset tracking, real time locationing (RTLS) and many other track and trace requirements that 
drives RTV.  

Time Domain uses advanced UWB to triangulate and locate assets that have been tagged, be they vehicles, 
beds, or people, to within inches. They can tell you what floor, room or shelf the item is in or on (room level 
accuracy) and even at what height. They have been doing this for years in warehousing and inventory control 
and are moving forward from success in warehousing and supply chain management (SCM) with a solution for 
hospitals. Their solution can tell you where an asset has been, where it is at any point in time, and can advise 
on where it seems to be going. 

Another firm, Awarepoint uses Zigbee for triangulation to determine locations of patients in a hospital with 
readers that can plug into any wall outlet (often compared to an air refresher that plugs into a home electrical 

“The health-care industry does not have a history of investing in information 
technology; many processes, for example, still rely on paper record-keeping or 
telephone messages. But with exploding operating costs, the sector is now looking to 
technology—particularly RFID—to improve inefficiencies that might impact the bottom 
line. 
RFID holds the promise of addressing key business problems by enabling staff to 
automatically identify the location of assets and patients, and track inventory. This 
could help reduce the over-procurement and under-utilization of equipment, optimize 
personnel’s time and increase caregiver job satisfaction, as well as improve patient 
safety. In addition, data from RFID systems that track assets and people could be 
used to improve business processes—from housekeeping to equipment maintenance, 
record-keeping and billing.” 
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outlet) which avoids physical disruptions during installation. The readers create a mesh network that is self-
healing (if a reader goes down, the other readers automatically reconnect in a newly formed network) and 
tracks everything in real time. Again, this will provide a simple, productive means to locate assets in real time 
to determine not only location, but status (has the item been maintained and ready for assignment).  

But the advantages of RTV go far beyond having the right equipment available at the right time for the right 
patient. RTV can affect patient safety, bedside services, support for the ER/OR/IC units, emergency response, 
patient flow, billing, and otherwise maximize use of available resources.  

When dealing with the Five R’s (right patient, right med/dose, right time, right caregiver and right method), RTV 
is presented when items/assets/people are associated to one another. In this way we can determine what 
device is being used to support what patient and if it is serviced and approved for use and its exact location. A 
tag on an item can be associated with another tag if it is found within a specified range of each other. So a 
caregiver with an ID tag, using an IV pump with a tag on it can all be associated to a patient in a certain bed in 
a specific room of the hospital – all in real time. 

While all this is possible, President Obama wants to see the conversion of all medical records from paper to 
electronic form (EMR). This is a massive undertaking and will open up many opportunities for managing 
patients, portability of data, and speed of response to medical circumstances. This may involve use of personal 
ID cards, RF smart cards, encryption, sign-on security, data storage and much more, all to be compliant with 
HIPPA and other requirements for secure access and management of patient records. 

Going a step further, we can then present this actionable intelligence to a dashboard that gives a view of what 
is happening and where. The use of dashboards certainly is not new. Factories have used some form of them 
for decades. Once metrics are defined and data is collected, measurements can be made objectively to assess 
processes and performance. Once visibility is available then analysis and action can be taken to improve 
operations. RTV will open up opportunities to enhance operations across all departments in ways that have not 
been considered and therefore offers new ways to address spiraling costs and patient satisfaction that have 
not been recognized as possible. And it all begins with data. 

Real time data that drives agreed upon hospital metrics to monitor and measure various key performance 
indicators (KPI’s) is critical to creating a world of actionable intelligence. The KPI’s can vary, of course, 
depending on the mission, services, and scope of operations. Such a solution needs to be integrated with 
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health information management systems (HIMS) to ensure data is driving all relevant applications across the 
enterprise. 

It simply reinforces the old notion that if you can measure it, you can 
affect it. 

If we can create a solution that is secure for all the reasons we are 
concerned about while also providing a means to improve operational 
performance, then we have hit the home run everyone is looking for in 
these challenging times. 

Combine this with other technologies and we soon learn that we are 
in a world of convergence. All these technologies are relentlessly 
moving to the mobile device. 

 

The Future: Convergence of hybrid technologies and applications for RTV 

Solving problems requires the ability to see the problem. If you can see it, you may be able to anticipate. If you 
can anticipate it, you can forecast it and deal with it. Seeing it requires data. Data needs to be captured, 
communicated and managed. Once captured, it can be processed against rules and presented in various 
forms – sending out messages to cell phones, Blackberries, PDA’s, laptops and the like. The Internet is still a 
long way from being maximized in all the ways it can be used to benefit individuals and enterprises. Web 
based extensions, functions and solutions are still emerging. There is a whole new world of rich internet 
applications called RIA’s. Cloud computing is still unknown by many. Mobile RIA’s are just now hitting the 
technology shelves.  

Many are still impressed with the iPhone or Blackberry. Can you imagine 
that they are just the beginning of what is being called the “mobile 
renaissance” . Mobility is the glue for the convergence of many 
technologies. Mobile devices will be the point of convergence since they 
will send/receive messages/voice/video/media, computing, conferencing, 
managing databases, interacting with applications, input/output real time 
data, and otherwise be the “mobile point of work”. Mobile devices will 
capture data, synchronize it to enterprise software systems, provide for 
secure communications, receive alerts/alarms based on process rules, and 
allow freedom of movement/work for employees and stakeholders in all 
industries.  

Just imagine doing all this on one device: having all your medical records 
on your phone/Blackberry/mobile device; at a hospital admissions, you 
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simply wave your mobile device over a reader to update all the medical insurance forms for admission or 
treatment; receiving alerts about the status of home or business security/intrusion or any other concern you 
might have where you want real time notice/warning; conducting secure financial transactions with the wave of 
your phone at points of sale; using your cell phone as a boarding pass at the airport security check points, for 
admission to frequent flyer clubs, at the boarding gate and even conducting video conversations with family 
from the airport or from the airplane while in flight; and the list goes on depending on good old American 
ingenuity, innovation and customer acceptance.  

Shipcom Wireless is focused on helping bring all this to reality in your organization and on your mobile devices. 
Shipcom knows the “how” and provides an independent review of existing internal processes, technologies and 
services to deliver high value, comprehensive value added solutions that have direct, immediate and 
compelling financial rewards. This is done by having expertise in selecting the right 
technology/hardware/software to address the specific requirements of multiple applications operating on a 
software platform that interfaces to and integrates with existing enterprise IT systems that is all cost justifiable.  

Solutions require capturing the data using multiple technologies, processing the data against organizational 
rules and synchronizing data between mobile and fixed devices and enterprise IT software systems to create 
an integrated wired and wireless data communications system.  Composite applications are managed with 
RTV and the window to this visibility is the dashboard. Data presentment in corporate or organizational 
dashboards with near and real time updates to KPI’s will give the kind of actionable intelligence that will drive 
decision making in both reactive and proactive modes. The goal is to promote action at the right time to 
enhance overall organizational effectiveness and ultimate success. 
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